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This listing of claims will replace all prior versions, and listings, of claims in the application: 
Lig to g of Claims; 

1 . (Currently Amended) A method for securely controlling transmission of digital 
data comprising the steps of: 

receiving said digital data; 

grouping said digital data into a number of data segments by a computer; 
forming a first segment checksum for each said data segment in accordance with a 
method for forming typ o ool o otcd from the gro H p oonsisUng - e f a hashing value md-* 

forming a first commutative checksum by a commutative operation on said first 
segment checksums, wherein flow control for the data segments is negated by the commutative 
operation; and 

cryptographically protecting said first commutative checksum by using a 
cryptographic operation. 

2, (Currently Amended) A method for securely controlling transmission of digital 
data comprising the steps of: 

receiving said digital data; 

grouping the digital data into a number of data segments by a computer; 
allocating a predetermined cryptographic commutative checksum to said digital 

data; 

subjecting said cryptographic commutative checksum to an inverse cryptographic 
operation to form a first commutative checksum; 

forming a second segment checksum for each said data segment in accordance 

function; 



4820-9878-1710.1 



-2- 



Atty. Dkt. No. 098888-6289 



forming a second commutative checksum by a commutative operation on said 
second segment checksums wherein flow control for the data segments is negated by the 
commutative operation; and 

checking said second commutative checksum for a match with said first 
commutative checksum. 

3 . (Previously Presented) A method for forming and checking a first commutative 
checksum for digital data comprising the steps of: 

grouping said digital data into a number of data segments by a computer; 

forming a first segment checksum for each said data segment in accordance with a 
type selected from the group consisting of a hashing value and a cryptographic one-way function; 

forming said first commutative checksum by a commutative operation on said 
first segment checksums, wherein flow control for the data segments is negated by the 
commutative operation; 

cryptographically protecting said first commutative checksum by using at least 
one cryptographic operation, which forms a cryptographic commutative checksum; 

subjecting said cryptographic commutative checksum to an inverse cryptographic 
operation to form a reconstructed first commutative checksum; 

forming a second segment checksum for each said data segment of said digital 
data to which said first commutative checksum is allocated; 

forming a second commutative checksum by a commutative operation on said 
second segment checksums wherein flow control for the data segments is negated by the 
commutative operation; and 

checking said second commutative checksum for a match with said reconstructed 
first commutative checksum. 

4-9 (Canceled). 
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10. (Currently Amended) An apparatus Aa-a 
vehr« 

& comprising: 

an arithmetic and logic unit[[J] configured to: 

form a first segment checksumrw a ich is for me d for each [[said]] ofa 
p lurality of data segment segments in accordance with a method of forming fype-seleeted from 

perform a commutative operation which forms [[said]] a first commutative 
checksum by operating on said segment checksums wherein flow control for the data segments is 
negated by the commutative operation[[J]; and 

per form a cryptographic operation which cryptographicaliy protects said 

first c 



11. (Currently Amended) Ana 
fet- €e nimutati ¥ &-e- h ecksuni wh ieh4^aite 
efdata segm ent-sa id arran ge saeat comprising: 

an arithmetic and logic unit[[;]] gon%wed to: 

form a first segment checksunvftsaed in accordance with a-type-seteeted 
fieav fe e group co n s i s ting of a b a shi ng valu e aad a cryptographic one-way function; 

perform an inverse cryptographic operation to form a first cryptographic 
checksum from a cryptographic commutative checksum formed by a cryptographic operation 
wherein flow control for [[the]] data segments is negated by the commutative operation; 

form a second segment checksum wte e-h -i s form edf er each [[said]] data 
segment, wherein said second segment checksum is formed in accordance with a -typ@ selee4ed 
frem-fee-gfo a p consisti ng- efa hashing va tee-aed a cryptographic one-way function; and 

perform a commutative operation which operates on said second segment 
checksums which forms a second commutative checksum wherein flow control for the data 
segments is negated by the commutative operation; and 
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a comparator w hich check s configured to check for a match between said second 
commutative checksum and said first commutative checksum. 

12. (Currently Amended) An apparatus orrangem eH fe-for forming and checking a first 
commutative checksum for digital data which is grouped into a number of data segments, said 
ap parat us-aff6 ag 6 m @nt comprising: 

an arithmetic and logic unit configured to:[[,]] 

form a first segment checksumrwh k-h i s form e d for each said data 
segment in accordance with a type selected from the group consisting of a hashing value and a 
cryptographic one-way function, 

perform a commutative operation which forms said first commutative 
checksum by operating on said first segment checksums wherein flow control for the data 
segments is negated by the commutative operation, 

perform a cryptographic operation which cryptographically protects said 
first commutative checksum, 

form a cryptographic commutative checksum fesne4 by said 
cryptographic operation, 

perform an inverse cryptographic operation to form a first commutative 
checksum from said cryptographic commutative checksum, 

form a second segment checksum wfeieh--is-teHHe4 for each said data 
segment of said digital data to which said first commutative checksum is allocated, 

perform a commutative operation which operates on said second segment 
checksums which forms a second commutative checksum wherein flow control for the data 
segments is negated by the commutative operation, and 

a comparator wfcieh-eheeks co nfigured to check for a match between said second 
commutative checksum and a reconstructed first commutative checksum, wherein said first and 
second segment checksum are formed in accordance with a type selected from the group 
consisting of a hashing value and a cryptographic one-way function. 
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13-21. (Canceled). 

22. (Previously Presented) A method according to claim 1 , wherein: 

said cryptographic operation is an operation selected from the group consisting of 
a symmetric cryptographic method and an asymmetric cryptographic method. 

23 . (Previously Presented) A method according to claim 2, wherein: 

said cryptographic operation is an operation selected from the group consisting of 
a symmetric cryptographic method and an asymmetric cryptographic method. 

24. (Previously Presented) A method according to claim 3 , wherein: 

said cryptographic operation is an operation selected from the group consisting of 
a symmetric cryptographic method and an symmetric cryptographic method. 

25. (Previously Presented) A method according to claim 1, wherein: 
said commutative operation exhibits the property of associativity. 

26. (Previously Presented) A method according to claim 2, wherein: 
said commutative operation exhibits the property of associativity. 

27. (Previously Presented) A method according to claim 3, wherein: 
said commutative operation exhibits the property of associativity. 

28. (Previously Presented) A method according to claim 1 , wherein said digital data 
and the first cryptographic, commutative checksum are archived. 

29. (Previously Presented) A method according to claim 2, wherein said digital data 
and the prescribed cryptographic commutative checksum have been archived. 

30. (Previously Presented) A method according to claim 3, wherein said digital data 
are secured which are processed corresponding to a network management protocol. 

.6- 
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3 1 . (Previously Presented) A method according to claim 1 , further comprising the 
tops of: 

protecting said digital data; and 

processing said digital data in accordance with a network management protocol. 

32. (Previously Presented) A method according to claim 2, further comprising the 
teps of: 

protecting said digital data; and 

processing said digital data in accordance with a network management protocol. 

3 3 . (Previously Presented) A method according to claim 3 , further comprising the 
steps of: 

protecting said digital data; and 

processing said digital data in accordance with a network management protocol. 
34-36. (Canceled) 

37. (Currently Amended) An apparatus sH-aHgemest according to claim 1 0, wherein: 
said cryptographic operation is an operation selected from the group consisting of 

a symmetric cryptographic method and an asymmetric cryptographic method. 

38. (Currently Amended) An apparatus amg*m«K4 according to claim 1 1 , wherein: 
said cryptographic operation is an operation selected from the group consisting of 

a symmetric cryptographic method and an asymmetric cryptographic method. 

39. (Currently Amended) An apparatus arrangement according to claim 12, wherein: 
said cryptographic operation is an operation selected from the group consisting of 

a symmetric cryptographic method and an asymmetric cryptographic method. 
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40. (Currently Amended) An apparatus aB^ement according to claim 10 wherein 
said commutative operation exhibits the property of associativity via the arrangement of said 
arithmetic and logic unit. 

4 1 . (Currently Amended) An apparatus «aagmwHt according to claim 1 1 wherein 
said commutative operation exhibits the property of associativity via the arrangement of said 
arithmetic and logic unit. 

42. (Currently Amended) An apparatus a rrangem en t according to claim 12, wherein 
said commutative operation exhibits the property of associativity via the arrangement of said 
arithmetic and logic unit. 

43 . (Currently Amended) An apparatus arrang eme nt according to claim 1 0, wherein : 
said digital data and the fxrst cryptographic, commutative checksum are archived. 

44. (Currently Amended) An apparatus arrangem en t according to claim 1 1 , wherein: 
said digital data and the prescribed cryptographic commutative checksum have 

been archived, 

45. (Currently Amended) An ap paratus a rra ngement according to claim 12, wherein: 
said digital data and the first cryptographic, commutative checksum are archived. 

46. (Currently Amended) An ap pa ratus a ga ngement according to claim 1 0, wherein- 
said digital data are protected via an arrangement of said arithmetic and logic unit; 

and said digital data are processed in accordance with a network management protocol 

47. (Currently Amended) An apparatus arrangem ent according to claim 1 1 , wherein: 
said digital data are protected via an arrangement of said arithmetic and logic unit; 

and 

said digital data are processed in accordance with a network n 

protocol. 
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48. (Currently Amended) An apparatus arag@m«nt according to claim 1 2, wherein: 
said digital data are protected via an arrangement of said arithmetic and logic unit: 

and 

said digital data are processed in accordance with a network management 

protocol. 
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